Use Below moizilla - Digital signing while using USB Dongal

Mozilla Link - https://ftp.mozilla.org/pub/firefox/releases/35.0.1/win32/en-
US/Firefox%20Setup%2035.0.1.exe

Use Below Java - Digital signing while using USB Dongal

Java Link -
https://javadl.oracle.com/webapps/download/AutoDL?Bundleld=238727 478a62b7d4e34b78b671
c754eaaf38ab

USB Dongal link For your Information
https://www.radiumbox.com/download/epass-2003-driver-software

https://www.vsign.in/token-drivers.html

https://www.certificate.digital/hardware/

https://interfacedsc.com/e-token/

https://www.acetechnology.co.in/download-drivers/

e Java setting Step

Open - java control panel click On Advanced and click on below check Box

|£ [ Java Control Panel - X

General Update Java Security Advanced

'ebugging
i-[w] Enable tracing
Enable logging

& id Show applet lifecycle exceptions

Ja ole

------ (C) Show console

(@) Hide console

Click on both 3

------ (O Do not start console
Default Java for browsers

----- Microsoft Internet Explorer
i [] Mozilla family

Shortcut Creation

----- () Always allow

----- () Always allow if hinted

----- O Prompt user

----- (@) Prompt user if hinted

----- () Never allow

JMLP Filef MIME Association

----- () Always allow

----- © FPrompt user

----- () Never allow

Application Installation

----- (@ Install if hinted

----- (O Install if shortcut created

----- () Install if hinted and shortcut

Cancel Apply



https://javadl.oracle.com/webapps/download/AutoDL?BundleId=238727_478a62b7d4e34b78b671c754eaaf38ab
https://javadl.oracle.com/webapps/download/AutoDL?BundleId=238727_478a62b7d4e34b78b671c754eaaf38ab
https://www.radiumbox.com/download/epass-2003-driver-software
https://www.radiumbox.com/download/epass-2003-driver-software
https://www.vsign.in/token-drivers.html
https://www.certificate.digital/hardware/
https://interfacedsc.com/e-token/
https://www.acetechnology.co.in/download-drivers/

| £ Java Control Panel — X

General Update Java Security Advanced

Debugging ~
' Enable tracing

Enable logging

Show applet lifecycle exceptions

() Always allow if hinted
() Prompt user

(@) Prompt user if hinted
() Mever allow

INLP File/MIME Association
() Always allow

@ Prompt user

() Mever allow
Application Installation

(@) Install if hinted

(") Install if shortcut created

() Install if hinted and shorteut
< >

Cancel Apply

|£| Java Control Panel — X

General Update Java Security Advanced

Mixed code (sandboxed vs. trusted) security verification ~

----- (@ Enable - show warning if needed

----- {7 Enable - hide warning and run with protections

----- {7 Enable - hide warning and den't run untrusted code

----- () Disable verification (nat recommended)

Perform signed code certificate revocation checks on

----- () Publisher's certificate only

----- (@ All certificates in the chain of trust

Do not check (not recommended)

eck for sig f

----- (@ Certificate Revocation Lists (CRLs

nline Certifi

----- {7) Both CRLs and OCSP

Perform TLS certificate revocation checks on

----- {7 server certificate only

----- {®) Al certificates in the chain of trust

----- () Do not check (not
- o ertificate revocation using

"O Certificate Revocation Lists (CRI <)

----- Protocol (OCSF)

----- {7 Both CRLs and OCSP

Advanced Security Settings

----- [ Enable the operating system's restricted environment (native sandbox)

----- Use certificates and keys in browser keystore

----- [+ Enable blacklist revocation check
< >

Cancel Apply
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Open - java control panel - click on - security - click on edit site list - click on add and Add
your web URL with https:://dscsign.mahaonline.gov.in/

|£ | Java Control Panel - *

General Update Java| Security AYvanced

Enable Java contenk for browsepand Web Start applications

Security level for applications not on the Exception Site list

() Very High
Only Java applications identified by a certificate from a trusted authority are
allowed to run, and only if the certificate can be verified as not revoked.

(@ High
Java applications identified by a certificate from a trusted authority are allowed to
run, even if the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.
Click Edit Site List

to add items to this list Edit Site List | o
T : "

Restore Security Prompts Manage Certificates...

OK Cancel Apply

Add your web portal URL with https:://dscsign.mahaonline.gov.in/

Exp.: - https://revenue.mahaonline.gov.in/ and https:://dscsign.mahaonline.gov.in/



https://revenue.mahaonline.gov.in/

|£ | Java Control Panel - x

——y

» General Update Java Security Advanced

Enable Java content for browser and Web Start applications

|£ | Exception Site List x

Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.

ion
https://revenue.mahaonline.gov.in/ \

Add Remove

“ly FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

OK Cancel Apply




